Net wor k Wor ki ng Group P. Saint-Andre, Ed.
Request for Comments: 3921 Jabber Software Foundati on
Cat egory: Standards Track Cct ober 2004

Ext ensi bl e Messagi ng and Presence Protocol (XWPP):
I nstant Messagi ng and Presence
Status of this Meno
This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for
i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
Copyright Notice
Copyright (C) The Internet Society (2004).
Abstract
This meno describes extensions to and applications of the core
features of the Extensible Messagi ng and Presence Protocol (XWVPP)

that provide the basic instant nmessaging (IM and presence
functionality defined in RFC 2779.

Sai nt - Andr e St andards Track [ Page 1]



RFC 3921 XMPP | M Cct ober 2004

Tabl e of Contents

1. I ntroduction . . . 2
2. Synt ax of XM Stanzas 4
3. Session Establi shnent 10
4, Exchangi ng Messages 13
5. Exchangi ng Presence Infornatlon 16
6. Managi ng Subscriptions . 26
7. Rost er Managenent C e e e 27
8. Integration of Roster Itens and Presence Subscriptions . 32
9. Subscription States 56
10. Bl ocki ng Conmuni cation . . 62
11. Server Rules for Handling XNL Stanzas 85
12. 1M and Presence Conpliance Requirenents 88
13. Internationalization Considerations 89
14. Security Considerations 89
15. | ANA Consi derati ons 90
16. References . 91
A vCards . . 93
B. XM. Schenss. e e e 93
C. Di f ferences Betmeen Jabber | M Presence Protocols and XMPP. 105
Contributors . 106
Acknowl edgenents . 106
Aut hor’ s Address. 106
Ful I Copyri ght Statenent 107

1. Introduction

1.1. Overview

The Extensibl e Messagi ng and Presence Protocol (XMPP) is a protoco
for streaming XML [ XML] elenments in order to exchange nmessages and
presence information in close to real time. The core features of
XMPP are defined in Extensible Messaging and Presence Protoco
(XMPP): Core [ XMPP-CORE]. These features -- mainly XM streans, use
of TLS and SASL, and the <nessage/ >, <presence/>, and <iqg/> children
of the streamroot -- provide the building blocks for many types of
near-real -tine applications, which my be |ayered on top of the core
by sending application-specific data qualified by particular XM
nanespaces [ XM_.- NAMES]. This nmeno descri bes extensions to and
applications of the core features of XMPP that provide the basic
functionality expected of an instant nessaging (I M and presence
application as defined in RFC 2779 [ | MP- REQS].
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1.2. Requirenents

For the purposes of this nmeno, the requirenments of a basic instant
nmessagi ng and presence application are defined by [I MP-REQS], which
at a high level stipulates that a user nust be able to conplete the
foll owi ng use cases

Exchange nessages with other users

Exchange presence information with other users

Manage subscriptions to and from ot her users

Manage itens in a contact list (in XMPP this is called a "roster")
Bl ock conmuni cations to or fromspecific other users

OO0Oo0OO0o

Detail ed definitions of these functionality areas are contained in
[IMP-REQS], and the interested reader is directed to that docunent
regardi ng the requirenments addressed herein.

[ MP-REQS] al so stipulates that presence services nust be separable
frominstant nessaging services; i.e., it nust be possible to use the
protocol to provide a presence service, an instant nessagi ng service,
or both. Although the text of this nmenp assunes that inplenmentations
and deployments will want to offer a unified instant messagi ng and
presence service, there is no requirement that a service nust offer
both a presence service and an instant nessagi ng service, and the
protocol makes it possible to offer separate and distinct services
for presence and for instant nessagi ng.

Not e: Wil e XMPP-based instant nessagi ng and presence neets the
requirenents of [IMP-REQS], it was not designed explicitly with that
specification in mnd, since the base protocol evolved through an
open devel opnent process within the Jabber open-source community
before RFC 2779 was witten. Note also that although protocols
addressi ng many other functionality areas have been defined in the
Jabber community, such protocols are not included in this neno
because they are not required by [|MP-REQS].

1.3. Termnol ogy
This meno inherits the term nol ogy defined in [ XVMPP-CORE].
The capitalized key words "MJST", "MJST NOT", "REQU RED', "SHALL",
"SHALL NOr*, "SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and

"OPTIONAL" in this docunent are to be interpreted as described in BCP
14, RFC 2119 [ TERVB] .
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2. Syntax of XM. Stanzas

The basic semantics and comon attributes of XML stanzas qualified by
the ’'jabber:client’ and ’jabber:server’ nanespaces are defined in

[ XMPP- CORE]. However, these nanespaces al so define various child

el ements, as well as values for the common ’'type’ attribute, that are
specific to instant nessagi ng and presence applications. Thus,

bef ore addressing particular "use cases" for such applications, we
here further describe the syntax of XM. stanzas, thereby

suppl enenti ng the di scussion in [ XMPP- CORE] .

2.1. Message Syntax

Message stanzas qualified by the 'jabber:client’ or ’'jabber:server’
nanespace are used to "push" information to another entity. Comon
uses in instant messagi ng applications include single nessages,
messages sent in the context of a chat conversation, nessages sent in
the context of a nulti-user chat room headlines and other alerts,
and errors.

2.1.1. Types of Message

The "type’ attribute of a nessage stanza is RECOMMENDED; if included,
it specifies the conversational context of the nmessage, thus
providing a hint regarding presentation (e.g., ina@J). |If
i ncluded, the 'type’ attribute MIST have one of the follow ng val ues:

o chat -- The nessage is sent in the context of a one-to-one chat
conversation. A conpliant client SHOULD present the nmessage in an
i nterface enabling one-to-one chat between the two parti es,
i ncludi ng an appropriate conversation history.

0 error -- An error has occurred related to a previous nessage sent
by the sender (for details regarding stanza error syntax, refer to
[ XMPP-CORE] ). A conpliant client SHOULD present an appropriate
interface inform ng the sender of the nature of the error

0 groupchat -- The nessage is sent in the context of a nulti-user
chat environnent (sinmilar to that of [IRC]). A conpliant client
SHOULD present the nessage in an interface enabling many-to-many
chat between the parties, including a roster of parties in the
chatroom and an appropriate conversation history. Full definition
of XMPP-based groupchat protocols is out of scope for this neno.

0 headline -- The nessage is probably generated by an aut onated
service that delivers or broadcasts content (news, sports, narket
i nformati on, RSS feeds, etc.). No reply to the nessage is
expected, and a conpliant client SHOULD present the nessage in an
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interface that appropriately differentiates the nmessage from
st andal one nessages, chat sessions, or groupchat sessions (e.qg.
by not providing the recipient with the ability to reply).

o normal -- The nessage is a single nessage that is sent outside the
context of a one-to-one conversation or groupchat, and to which it
is expected that the recipient will reply. A conpliant client

SHOULD present the message in an interface enabling the recipient
to reply, but w thout a conversation history.

An | M application SHOULD support all of the foregoi ng message types;
if an application receives a nessage with no "type' attribute or the
application does not understand the value of the 'type' attribute
provided, it MJST consider the nessage to be of type "nornmal" (i.e.
"normal " is the default). The "error" type MJST be generated only in
response to an error related to a nmessage recei ved from anot her
entity.

Al though the "type’ attribute is OPTIONAL, it is considered polite to
mrror the type in any replies to a nessage; furthernore, sone

speci alized applications (e.g., a multi-user chat service) MAY at
their discretion enforce the use of a particul ar nessage type (e.g.
type=' groupchat’).

2.1.2. Child Elenents

As described under extended nanespaces (Section 2.4), a nessage
stanza MAY contain any properly-nanespaced child el ement.

In accordance with the default nanespace declaration, by default a
message stanza is qualified by the 'jabber:client’ or ’'jabber:server’
namespace, which defines certain allowable children of nessage
stanzas. |If the nessage stanza is of type "error", it MJST include
an <error/> child; for details, see [ XWPP-CORE]. O herw se, the
message stanza MAY contain any of the followi ng child el enents

wi t hout an explicit nanespace declaration

1. <subject/>
2.  <body/>
3. <thread/>

2.1.2.1. Subject

The <subj ect/> el enent contai ns hunman-readabl e XML character data
that specifies the topic of the nessage. The <subject/> el enent MJST
NOT possess any attributes, with the exception of the 'xm:Iang
attribute. Miltiple instances of the <subject/> el ement MAY be

i ncluded for the purpose of providing alternate versions of the sane
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subject, but only if each instance possesses an 'xml:lang’ attribute
with a distinct | anguage value. The <subject/> el ement MJST NOT
contain mixed content (as defined in Section 3.2.2 of [XM]).

2.1.2.2. Body

The <body/> el enent contai ns hunman-readabl e XM. character data that
specifies the textual contents of the nessage; this child elenent is
normal ly included but is OPTIONAL. The <body/> el enent MJST NOT
possess any attributes, with the exception of the 'xm:1|ang
attribute. Miltiple instances of the <body/> el ement MAY be incl uded
but only if each instance possesses an 'xm:lang’ attribute with a

di stinct | anguage value. The <body/> el ement MJST NOT contain m xed
content (as defined in Section 3.2.2 of [XM]).

2.1.2.3. Thread

The <thread/ > el enent contai ns non-hunman-readabl e XML character data
specifying an identifier that is used for tracking a conversation
thread (sonetinmes referred to as an "instant nessagi ng session")
between two entities. The value of the <thread/> elenment is
generated by the sender and SHOULD be copied back in any replies. |If
used, it MJIST be unique to that conversation thread within the stream
and MUST be consistent throughout that conversation (a client that
receives a nessage fromthe sane full JID but with a different thread
| D MUST assune that the nmessage in question exists outside the
context of the existing conversation thread). The use of the
<thread/> elenment is OPTIONAL and is not used to identify individua
messages, only conversations. A nessage stanza MJST NOT contain nore
than one <thread/> elenment. The <thread/> el enent MJST NOT possess
any attributes. The value of the <thread/> el ement MJST be treated
as opaque by entities; no senmantic neaning may be derived fromit,
and only exact conparisons may be nmade against it. The <thread/>

el ement MUST NOT contain nixed content (as defined in Section 3.2.2
of [XM]).

2.2. Presence Syntax

Presence stanzas are used qualified by the 'jabber:client’ or

' j abber:server’ nanespace to express an entity’s current network
availability (offline or online, along with various sub-states of the
|atter and optional user-defined descriptive text), and to notify
other entities of that availability. Presence stanzas are al so used
to negotiate and nmanage subscriptions to the presence of other
entities.
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2.2.1. Types of Presence

The 'type’ attribute of a presence stanza is OPTIONAL. A presence
stanza that does not possess a 'type’ attribute is used to signal to
the server that the sender is online and avail able for conmunication
If included, the "type attribute specifies a lack of availability, a
request to nmanage a subscription to another entity' s presence, a
request for another entity's current presence, or an error related to
a previously-sent presence stanza. |If included, the 'type’ attribute
MUST have one of the foll ow ng val ues:

0 unavailable -- Signals that the entity is no |longer available for
communi cati on.

0 subscribe -- The sender wi shes to subscribe to the recipient’s
pr esence.
0 subscribed -- The sender has allowed the recipient to receive

their presence.

0 unsubscribe -- The sender is unsubscribing fromanother entity’'s
pr esence.
0 unsubscribed -- The subscription request has been denied or a

previ ousl y-granted subscription has been cancel | ed.

0 probe -- Arequest for an entity’'s current presence; SHOULD be
generated only by a server on behal f of a user.

0 error -- An error has occurred regardi ng processing or delivery of
a previously-sent presence stanza.

For detailed information regardi ng presence semantics and the
subscription nodel used in the context of XMWPP-based instant
messagi ng and presence applications, refer to Exchangi ng Presence
Information (Section 5) and Managi ng Subscriptions (Section 6).

2.2.2. Child El enents

As descri bed under extended namespaces (Section 2.4), a presence
stanza MAY contain any properly-nanespaced child el ement.

In accordance with the default nanespace decl aration, by default a
presence stanza is qualified by the 'jabber:client’ or

' j abber:server’ nanespace, which defines certain allowable children
of presence stanzas. |If the presence stanza is of type "error", it
MUST include an <error/> child; for details, see [ XMPP-CORE]. |If the
presence stanza possesses no 'type’ attribute, it MAY contain any of
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the following child elenents (note that the <status/> child MAY be
sent in a presence stanza of type "unavail able" or, for historica
reasons, "subscribe"):

1. <show >
2. <status/>
3. <priority/>

2.2.2.1. Show
The OPTI ONAL <show > el enent contai ns non- human-r eadabl e XM
character data that specifies the particular availability status of
an entity or specific resource. A presence stanza MJST NOT contain
nore than one <show > el enent. The <show > el enent MJUST NOT possess
any attributes. |[If provided, the XML character data val ue MJST be
one of the follow ng (additional availability types could be defined
t hrough a properly-nanespaced child el enent of the presence stanza):
0 away -- The entity or resource is tenporarily away.
o chat -- The entity or resource is actively interested in chatting.
0 dnd -- The entity or resource is busy (dnd = "Do Not Disturb").

0O Xa -- The entity or resource is away for an extended period (xa =
"eXt ended Away").

If no <show > elenment is provided, the entity is assuned to be online
and avai |l abl e.

2.2.2.2. Status

The OPTI ONAL <status/> el enent contains XM character data specifying

a natural -1 anguage description of availability status. It is
normal |y used in conjunction with the show el enment to provide a
detail ed description of an availability state (e.g., "lIn a neeting").

The <status/> el ement MUST NOT possess any attributes, with the
exception of the 'xm:lang attribute. Miltiple instances of the
<status/> el ement MAY be included but only if each instance possesses
an 'xm :lang’ attribute with a distinct |anguage val ue.

2.2.2.3. Priority

The OPTIONAL <priority/> element contains non-human-readabl e XM
character data that specifies the priority level of the resource. The
val ue MUST be an integer between -128 and +127. A presence stanza
MUST NOT contain nore than one <priority/> element. The <priority/>
el ement MUST NOT possess any attributes. |f no priority is provided,
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a server SHOULD consider the priority to be zero. For information

regarding the semantics of priority values in stanza routing within
i nstant messagi ng and presence applications, refer to Server Rules

for Handling XM. Stanzas (Section 11).

2.3. 1Q Syntax

| Q stanzas provide a structured request-response nmechanism The
basi ¢ semantics of that mechanism (e.g., that the 'id attribute is
REQUI RED) are defined in [ XMPP-CORE], whereas the specific semantics
required to conplete particular use cases are defined in all cases by
an extended nanespace (Section 2.4) (note that the 'jabber:client’
and ' jabber:server’ nanespaces do not define any children of 1Q
stanzas other than the conmon <error/>). This nmeno defines two such
ext ended nanmespaces, one for Roster Managenent (Section 7) and the
ot her for Bl ocking Communication (Section 10); however, an |1Q stanza
MAY contain structured information qualified by any extended
nanmespace

2.4. Extended Nanespaces

While the three XM. stanza kinds defined in the "jabber:client" or

"j abber:server” namespace (along with their attributes and child

el ements) provide a basic |level of functionality for nessaging and
presence, XMPP uses XM. nanespaces to extend the stanzas for the

pur pose of providing additional functionality. Thus a nessage or
presence stanza MAY contain one or nore optional child elenents
speci fying content that extends the meaning of the nessage (e.g., an
XHTML-formatted version of the message body), and an | Q stanza NAY
contain one such child elenent. This child el enment MAY have any nane
and MUST possess an 'xml ns’ nanespace declaration (other than
"jabber:client", "jabber:server", or
"http://etherx.jabber.org/streans") that defines all data contained
within the child el ement.

Support for any given extended nanmespace is OPTIONAL on the part of
any inplenentation (aside fromthe extended nanespaces defi ned
herein). |If an entity does not understand such a namespace, the
entity’'s expected behavi or depends on whether the entity is (1) the
recipient or (2) an entity that is routing the stanza to the
recipient:

Recipient: If a recipient receives a stanza that contains a child
el enent it does not understand, it SHOULD ignore that specific XM
data, i.e., it SHOULD not process it or present it to a user or
associ ated application (if any). |In particular:
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* |f an entity receives a nessage or presence stanza that
contains XML data qualified by a nanespace it does not
understand, the portion of the stanza that is in the unknown
nanespace SHOULD be i gnored

* |f an entity receives a nessage stanza whose only child el enent
is qualified by a nanespace it does not understand, it MJST
ignore the entire stanza.

* |f an entity receives an | Q stanza of type "get" or "set"
containing a child elenent qualified by a namespace it does not
understand, the entity SHOULD return an | Q stanza of type
"error" with an error condition of <service-unavail abl e/ >.

Router: If a routing entity (usually a server) handles a stanza that
contains a child elenent it does not understand, it SHOULD ignore
the associated XM. data by passing it on untouched to the
reci pi ent.

3. Session Establishment

Most instant nessagi ng and presence applications based on XMPP are

i npl emented via a client-server architecture that requires a client
to establish a session on a server in order to engage in the expected
i nstant nmessagi ng and presence activities. However, there are
several pre-conditions that MUST be nmet before a client can establish
an instant nmessagi ng and presence session. These are:

1. Stream Authentication -- a client MJST conpl ete stream
aut henti cation as docunented in [ XMPP- CORE] before attenpting to
establish a session or send any XM. stanzas.

2. Resource Binding -- after conpleting stream authentication, a
client MIUST bind a resource to the streamso that the client’s
address is of the form <user @onmai n/resource>, after which the
entity is now said to be a "connected resource" in the
t erm nol ogy of [ XMPP-CORE].

If a server supports sessions, it MJST include a <session/> el enent
qualified by the 'urn:ietf:paranms: xnm : ns: xnpp- sessi on’ nanmespace in
the streamfeatures it advertises to a client after the conpletion of
stream aut henti cati on as defined in [ XMPP-CORE]:
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Server advertises session establishnent feature to client:

<stream stream
xm ns='j abber:client’
xm ns: strean¥ http://etherx.jabber.org/streans’
i d=" c2s_345’
from=" exanpl e. coni
version="1.0" >
<stream f eat ur es>
<bi nd xm ns="urn:ietf:paranms: xm :ns: xnmpp-bind />
<session xm ns="urn:ietf:parans: xnm : ns: xnpp-session’ />
</ stream f eat ures>

Upon being so informed that session establishment is required (and
after conpleting resource binding), the client MJST establish a
session if it desires to engage in instant nessagi ng and presence
functionality; it conpletes this step by sending to the server an 1Q
stanza of type "set" containing an enpty <session/> child el enent
qualified by the "urn:ietf:parans: xnl : ns: xnpp-sessi on’ nanmespace:

Step 1: dient requests session with server

<i g to='exanpl e. com
type='set
id="sess 1'>
<session xm ns="urn:ietf:parans: xnl : ns: xnpp-session’ />
</iqg>

Step 2: Server informs client that session has been created:

<iq from=" exanpl e. com
type='result’
id="sess 1'/>

Upon establishing a session, a connected resource (in the term nol ogy
of [XMPP-CORE]) is said to be an "active resource"

Several error conditions are possible. For exanple, the server nay
encounter an internal condition that prevents it fromcreating the
session, the usernane or authorization identity may |ack perm ssions
to create a session, or there may already be an active resource
associated with a resource identifier of the sane nane.

If the server encounters an internal condition that prevents it from
creating the session, it MJST return an error
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Step 2 (alt): Server responds with error (internal server error):

<iq from=" exanple.com type="error’ id="sess_1'>
<session xm ns="urn:ietf:parans: xn : ns: xnpp-session’ />
<error type="wait’'>
<internal -server-error
xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’/ >
</error>
</iqg>

If the usernane or resource is not allowed to create a session, the
server MJST return an error (e.g., forbidden).

Step 2 (alt): Server responds with error (usernane or resource not
allowed to create session):

<iq from=" exanple.com type="error’ id="sess_1'>
<session xm ns="urn:ietf:parans: xnl : ns: xnpp-session’ />
<error type="auth’>
<f or bi dden
xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’/ >
</error>
</ig>

If there is already an active resource of the sane nane, the server
MUST either (1) termi nate the active resource and allow the

new y-requested session, or (2) disallow the new y-requested session
and maintain the active resource. Wich of these the server does is
up to the inplenentation, although it is RECOMENDED to i npl enment
case #1. In case #1, the server SHOULD send a <conflict/> stream
error to the active resource, ternmnate the XM. stream and underl yi ng
TCP connection for the active resource, and return a | Q stanza of
type "result" (indicating success) to the new y-requested session. In
case #2, the server SHOULD send a <conflict/> stanza error to the
new y-requested session but maintain the XML stream for that
connection so that the newl y-requested session has an opportunity to
negotiate a non-conflicting resource identifier before sending

anot her request for session establishnment.

Step 2 (alt): Server infornms existing active resource of resource
conflict (case #1):

<streamerror>

<conflict xm ns="urn:ietf:parans: xnl :ns: xnpp-streans’ />
</ stream error>
</ stream streanr
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Step 2 (alt): Server infornms new y-requested session of resource
conflict (case #2):

<iq from=" exanple.com type="error’ id="sess_1'>
<session xm ns="urn:ietf:parans: xnm : ns: xnpp-session’ />
<error type='cancel’ >
<conflict xm ns="urn:ietf:parans: xn :ns: xnpp-stanzas’ />
</error>
</iqg>

After establishing a session, a client SHOULD send initial presence
and request its roster as described bel ow, although these actions are
OPTI ONAL.

Note: Before allowing the creation of instant nessaging and presence
sessions, a server MAY require prior account provisioning. Possible
met hods for account provisioning include account creation by a server
adm nistrator as well as in-band account registration using the
"jabber:iq:register’ nanespace; the latter nethod is out of scope for
this meno, but is docunented in [JEP-0077], published by the Jabber
Sof t war e Foundati on [JSF].

4. Exchangi ng Messages

Exchangi ng nessages is a basic use of XMPP and is brought about when
a user generates a nessage stanza that is addressed to another
entity. As defined under Server Rules for Handling XML Stanzas
(Section 11), the sender’s server is responsible for delivering the
message to the intended recipient (if the recipient is on the sane
server) or for routing the nessage to the recipient’s server (if the
recipient is on a different server).

For information regarding the syntax of nessage stanzas as well as
their defined attributes and child elements, refer to Message Syntax
(Section 2.1).

4.1. Specifying an | ntended Reci pi ent

An instant nessaging client SHOULD specify an intended recipient for
a message by providing the JID of an entity other than the sender in
the "to’ attribute of the <message/> stanza. |f the nessage is being
sent in reply to a nessage previously received froman address of the
form <user @onmai n/resource> (e.g., within the context of a chat
session), the value of the 'to’ address SHOULD be of the form

<user @omai n/ resource> rather than of the form <user @omai n> unl ess

t he sender has know edge (via presence) that the intended recipient’s
resource is no longer available. |If the nessage is being sent
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out side the context of any existing chat session or received nessage,
the value of the '"to' address SHOULD be of the form <user @onai n>
rat her than of the form <user @onai n/ resource>

4.2. Specifying a Message Type

As noted, it is RECOWENDED for a nessage stanza to possess a 'type
attribute whose val ue captures the conversational context (if any) of
the nmessage (see Type (Section 2.1.1)).

The followi ng exanple shows a valid value of the '"type attribute:
Exanpl e: A nessage of a defined type

<message
t o="r oneo@xanpl e. net’
fronm= juliet @xanpl e. con bal cony
type=' chat’
xm ;1 ang="en' >
<body>Wherefore art thou, Ronmeo?</body>
</ message>

4.3. Specifying a Message Body

A nessage stanza MAY (and often will) contain a child <body/> el enent
whose XML character data specifies the primry nmeani ng of the nessage
(see Body (Section 2.1.2.2)).

Exanpl e: A nmessage with a body:

<message
t o="r oneo@xanpl e. net
from="juliet @xanpl e. com bal cony
type=' chat’
xm 1 ang="en’ >
<body>Wherefore art thou, Roneo?</body>
<body xml :lang='cz’ >Pr 0&#x010D; e&#x017D; jsi ty, Roneo?</body>
</ message>

4.4. Specifying a Message Subject

A nessage stanza MAY contain one or nore child <subject/> el enents
specifying the topic of the nmessage (see Subject (Section 2.1.2.1)).
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Exanpl e: A nessage with a subject:

<message
t o="r oneo@xanpl e. net’
fronm= juliet @xanpl e. con bal cony
type=' chat’
xm ;1 ang="en' >
<subj ect>l inplore you! </ subject>
<subj ect
xm 1 ang=" cz’ >&#x00DA; p&#x011B; nl i v&#x011B; prosi m </ subj ect >
<body>Wherefore art thou, Ronmeo?</body>
<body xnl :lang='cz’ >Pr 0&#x010D; e&#x017D; jsi ty, Roneo?</body>
</ message>

4.5. Specifying a Conversation Thread

A nmessage stanza MAY contain a child <thread/ > el enent specifying the
conversation thread in which the nmessage is situated, for the purpose
of tracking the conversation (see Thread (Section 2.1.2.3)).

Exanpl e: A threaded conversation:

<message
t o="r oneo@xanpl e. net/ orchard’
from="juliet @xanpl e. con bal cony
type='chat’
xm :lang="en’ >
<body>Art thou not Roneo, and a Montague?</body>
<t hr ead>e0f f e42b28561960c6b12b944a092794b9683a38</ t hr ead>
</ message>

<message
to="juliet @xanpl e. com bal cony
fronm=’ roneo@xanpl e. net/orchard
type=' chat’
xm ;1 ang="en’ >
<body>Nei ther, fair saint, if either thee dislike.</body>
<t hr ead>e0f f e42b28561960c6b12b944a092794b9683a38</t hr ead>
</ message>

<message
t o="r oneo@xanpl e. net/ orchard’
from="juliet @xanpl e. con bal cony
type='chat’
xm :lang="en’ >
<body>How cani st thou hither, tell ne, and wherefore?</body>
<t hr ead>e0f f e42b28561960c6b12b944a092794b9683a38</ t hr ead>
</ message>
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5.

5.

5.

Exchangi ng Presence | nformation

Exchangi ng presence information is made relatively straightforward

wi thin XMPP by using presence stanzas. However, we see here a
contrast to the handling of nmessages: although a client MAY send
directed presence information to another entity by including a "to’
address, nornally presence notifications (i.e., presence stanzas wth
no 'type’ or of type "unavailable" and with no 'to’ address) are sent
froma client to its server and then broadcasted by the server to any
entities that are subscribed to the presence of the sending entity
(in the term nol ogy of RFC 2778 [I MP-MODEL], these entities are
subscribers). This broadcast nobdel does not apply to
subscription-rel ated presence stanzas or presence stanzas of type
"error", but to presence notifications only as defined above. (Note:
Whil e presence informati on MAY be provided on a user’s behalf by an
aut omated service, normally it is provided by the user’s client.)

For information regardi ng the syntax of presence stanzas as well as
their defined attributes and child elenments, refer to [ XVMPP- CORE].

1. dient and Server Presence Responsibilities
1.1. Initial Presence

After establishing a session, a client SHOULD send initial presence
to the server in order to signal its availability for comunications.
As defined herein, the initial presence stanza (1) MJST possess no
"to’ address (signalling that it is neant to be broadcasted by the
server on behalf of the client) and (2) MJST possess no ’'type
attribute (signalling the user’s availability). After sending
initial presence, an active resource is said to be an "avail abl e
resource".

Upon receiving initial presence froma client, the user’s server MJST
do the following if there is not already one or nore avail able
resources for the user (if there is already one or nore available
resources for the user, the server obviously does not need to send
the presence probes, since it already possesses the requisite

i nformation):

1. Send presence probes (i.e., presence stanzas whose ’'type
attribute is set to a value of "probe") fromthe full JID (e.qg.
<user @xanpl e. com resource>) of the user to all contacts to which
the user is subscribed in order to determine if they are
avai |l abl e; such contacts are those for which a JIDis present in
the user’s roster with the ’'subscription’ attribute set to a
val ue of "to" or "both". (Note: The user’s server MJST NOT send
presence probes to contacts fromwhich the user is bl ocking
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i nbound presence notifications, as described under Bl ocking
I nbound Presence Notifications (Section 10.10).)

2. Broadcast initial presence fromthe full JID (e.g.
<user @xanpl e. com resource>) of the user to all contacts that are
subscribed to the user’s presence infornmation; such contacts are
those for which a JIDis present in the user’s roster with the
"subscription’ attribute set to a value of "from or "both".
(Note: The user’s server MJST NOT broadcast initial presence to
contacts to which the user is blocking outbound presence
notifications, as described under Bl ocki ng Qutbound Presence
Notifications (Section 10.11).)

In addition, the user’s server MJST broadcast initial presence from
the user’s new avail abl e resource to any of the user’s existing
avai |l abl e resources (if any).

Upon receiving initial presence fromthe user, the contact’s server
MUST deliver the user’'s presence stanza to the full JIDs

(<cont act @xanpl e. org/ resource>) associated with all of the contact’s
avai l abl e resources, but only if the user is in the contact’s roster
with a subscription state of "to" or "both" and the contact has not

bl ocked i nbound presence notifications fromthe user’s bare or ful
JID (as defined under Bl ocking | nbound Presence Notifications
(Section 10.10)).

If the user’s server receives a presence stanza of type "error" in
response to the initial presence that it sent to a contact on behal f
of the user, it SHOULD NOT send further presence updates to that
contact (until and unless it receives a presence stanza fromthe
contact).

5.1.2. Presence Broadcast

After sending initial presence, the user MAY update its presence

i nformati on for broadcasting at any tine during its session by
sendi ng a presence stanza with no 'to’ address and either no 'type’
attribute or a '"type' attribute with a value of "unavail able". (Note:
A user’s client SHOULD NOT send a presence update to broadcast

i nformati on that changes independently of the user’s presence and
availability.)

If the presence stanza |lacks a 'type’ attribute (i.e., expresses
availability), the user’s server MJST broadcast the full XM of that
presence stanza to all contacts (1) that are in the user’s roster
with a subscription type of "from or "both", (2) to whomthe user
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has not bl ocked out bound presence notifications, and (3) from whom
the server has not received a presence error during the user’s
session (as well as to any of the user’s other avail able resources).

If the presence stanza has a 'type’ attribute set to a val ue of
"unavail abl e", the user’s server MJST broadcast the full XM of that
presence stanza to all entities that fit the above description, as
well as to any entities to which the user has sent directed avail able
presence during the user’s session (if the user has not yet sent
directed unavail abl e presence to that entity).

5.1.3. Presence Probes

Upon receiving a presence probe fromthe user, the contact’s server
SHOULD reply as foll ows:

1. If the user is not in the contact’s roster with a subscription
state of "Front, "From+ Pending Qut", or "Both" (as defined
under Subscription States (Section 9)), the contact’s server MJST
return a presence stanza of type "error" in response to the
presence probe (however, if a server receives a presence probe
froma subdomain of the server’s hostname or another such trusted
service, it MAY provide presence information about the user to
that entity). Specifically:

* jif the user is in the contact’s roster with a subscription
state of "None", "None + Pending Qut", or "To" (or is not in
the contact’s roster at all), the contact’s server MJST return
a <forbidden/> stanza error in response to the presence probe.

* jif the user is in the contact’s roster with a subscription
state of "None + Pending In", "None + Pending Qut/In", or "To
+ Pending In", the contact’s server MJST return a
<not - aut hori zed/ > stanza error in response to the presence
pr obe.

2. Else, if the contact is blocking presence notifications to the
user’s bare JID or full JID (using either a default list or
active list as defined under Bl ocking Qutbound Presence
Notifications (Section 10.11)), the server MJST NOT reply to the
presence probe.

3. Else, if the contact has no avail abl e resources, the server MJST
either (1) reply to the presence probe by sending to the user the
full XML of the |ast presence stanza of type "unavail abl e"
received by the server fromthe contact, or (2) not reply at all
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5.

1

4,

El se, if the contact has at |east one avail abl e resource, the
server MJUST reply to the presence probe by sending to the user
the full XML of the |last presence stanza with no "to’ attribute
recei ved by the server fromeach of the contact’s avail able
resources (again, subject to privacy lists in force for each
session).

Directed Presence

A user MAY send directed presence to another entity (i.e., a presence
stanza with a 'to’ attribute whose value is the JID of the other
entity and with either no "type' attribute or a 'type’ attribute
whose val ue is "unavailable"). There are three possible cases:

1

If the user sends directed presence to a contact that is in the
user’s roster with a subscription type of "front' or "both" after
having sent initial presence and before sending unavail abl e
presence broadcast, the user’s server MJST route or deliver the
full XM. of that presence stanza (subject to privacy lists) but
SHOULD NOT ot herwi se nodify the contact’s status regarding
presence broadcast (i.e., it SHOULD include the contact’s JID in
any subsequent presence broadcasts initiated by the user).

If the user sends directed presence to an entity that is not in
the user’s roster with a subscription type of "front' or "both"
after having sent initial presence and before sending unavail abl e
presence broadcast, the user’s server MJIST route or deliver the
full XML of that presence stanza to the entity but MJST NOT

nmodi fy the contact’s status regardi ng avail abl e presence
broadcast (i.e., it MJST NOT include the entity's JID in any
subsequent broadcasts of available presence initiated by the
user); however, if the available resource from which the user
sent the directed presence beconme unavail able, the user’s server
MUST br oadcast that unavail abl e presence to the entity (if the
user has not yet sent directed unavail able presence to that
entity).

If the user sends directed presence without first sending initia
presence or after having sent unavail abl e presence broadcast
(i.e., the resource is active but not available), the user’s
server MJUST treat the entities to which the user sends directed
presence in the sane way that it treats the entities listed in
case #2 above.
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5.1.5. Unavail abl e Presence

Before ending its session with a server, a client SHOULD graceful ly
becone unavail abl e by sending a final presence stanza that possesses
no 'to’ attribute and that possesses a 'type’ attribute whose val ue
is "unavail able" (optionally, the final presence stanza MAY contain
one or nore <status/> el enents specifying the reason why the user is
no | onger available). However, the user’s server MJST NOT depend on
receiving final presence froman avail able resource, since the
resource may becone unavail abl e unexpectedly or may be tinmed out by
the server. |If one of the user’s resources becones unavail able for
any reason (either gracefully or ungracefully), the user’s server
MUST br oadcast unavail abl e presence to all contacts (1) that are in
the user’s roster with a subscription type of "fronm or "both", (2)
to whom t he user has not bl ocked outbound presence, and (3) from whom
the server has not received a presence error during the user’s
session; the user’s server MIST al so send that unavail abl e presence
stanza to any of the user’s other avail able resources, as well as to
any entities to which the user has sent directed presence during the
user’s session for that resource (if the user has not yet sent
directed unavail abl e presence to that entity). Any presence stanza
with no "type’ attribute and no 'to’ attribute that is sent after
sendi ng directed unavail abl e presence or broadcasted unavail abl e
presence MJUST be broadcasted by the server to all subscribers.

5.1.6. Presence Subscriptions

A subscription request is a presence stanza whose 'type’ attribute
has a val ue of "subscribe". |If the subscription request is being
sent to an instant nessaging contact, the JID supplied in the "to
attribute SHOULD be of the form <contact @xanpl e. org> rather than
<cont act @xanpl e. org/ resource>, since the desired result is normally
for the user to receive presence fromall of the contact’s resources,
not nerely the particular resource specified in the "to’ attribute.

A user’s server MJST NOT autommtically approve subscription requests
on the user’s behalf. Al subscription requests MIST be directed to
the user’s client, specifically to one or nore avail abl e resources
associated with the user. |If there is no avail able resource
associated with the user when the subscription request is received by
the user’s server, the user’s server MJST keep a record of the
subscription request and deliver the request when the user next
creates an avail able resource, until the user either approves or
denies the request. |If there is nore than one avail able resource
associ ated with the user when the subscription request is received by
the user’s server, the user’s server MJST broadcast that subscription
request to all available resources in accordance with Server Rules
for Handling XM. Stanzas (Section 11). (Note: If an active resource
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has not provided initial presence, the server MIUST NOT consider it to
be avail abl e and therefore MJUST NOT send subscription requests to
it.) However, if the user receives a presence stanza of type
"subscribe" froma contact to whomthe user has already granted

perm ssion to see the user’s presence information (e.g., in cases
when the contact is seeking to resynchroni ze subscription states),
the user’s server SHOULD auto-reply on behalf of the user. In
addition, the user’'s server MAY choose to re-send an unapproved
pendi ng subscription request to the contact based on an

i npl enent ati on-specific algorithm (e.g., whenever a new resource
becones available for the user, or after a certain anount of time has
el apsed); this helps to recover fromtransient, silent errors that
may have occurred in relation to the original subscription request.

5.2. Specifying Availability Status

A client MAY provide further information about its availability
status by using the <show > el enent (see Show (Section 2.2.2.1)).

Exanpl e: Availability status:

<pr esence>
<show>dnd</ show>
</ presence>

5.3. Specifying Detailed Status Infornation

In conjunction with the <show > el enment, a client MAY provide
detailed status information by using the <status/> el enment (see
Status (Section 2.2.2.2)).

Exanpl e: Detailed status information:

<presence xm :|ang="en’ >

<show>dnd</ show>

<st at us>Wboi ng Jul i et </ st at us>

<status xm:lang='cz’' >Ja dvo&#x0159; &#x00ED; m Jul i et </ st at us>
</ presence>
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5.4. Specifying Presence Priority

A client MAY provide a priority for its resource by using the
<priority/> element (see Priority (Section 2.2.2.3)).

Exanpl e: Presence priority:

<presence xnl:lang="en’ >
<show>dnd</ show>
<st at us>Wbyoi ng Jul i et </ st at us>
<status xm :lang="cz’ >Ja dvo&#x0159; &#x00ED; m Jul i et </ st at us>
<priority>1l</priority>
</ presence>

5.5. Presence Exanpl es

The exanples in this section illustrate the presence-rel ated
protocol s descri bed above. The user is roneo@xanpl e.net, he has an
avai |l abl e resource whose resource identifier is "orchard", and he has
the following individuals in his roster:

0o juliet@xanple.com(subscription="both" and she has two avail abl e
resources, one whose resource is "chanber” and anot her whose
resource i s "bal cony")

0 benvolio@xanple.org (subscription="to")
o mercutio@xanple.org (subscription="froni)
Exanpl e 1: User sends initial presence:
<pr esence/ >
Exanpl e 2: User’s server sends presence probes to contacts with
subscription="to" and subscription="both" on behalf of the user’s
avai |l abl e resource
<presence
t ype=' pr obe’
fronm=’ roneo@xanpl e. net/orchard
to="juliet@xanple.conm/>
<presence
t ype=' pr obe’

fronm=’ roneo@xanpl e. net/orchard
t o=" benvol i o@xanpl e.org’ />
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Exanple 3: User’'s server sends initial presence to contacts with
subscription="front and subscription="both" on behalf of the user’'s
avai |l abl e resource

<presence
fronme roneo@xanpl e. net/ orchard’
to="juliet@xanple.conm/>

<pr esence
fronm=’ roneo@xanpl e. net/orchard
to=" mercuti o@xanple.org’ />

Exanpl e 4: Contacts’ servers reply to presence probe on behalf of all
avai | abl e resources:

<presence
fronm= juliet @xanpl e. con bal cony
t o=" r oneo@xanpl e. net/ orchard’
xm ;1 ang="en' >
<show>away</ show>
<stat us>be right back</status>
<priority>0</priority>
</ presence>

<presence
from= juliet@xanpl e. con chanmber
t o="r oneo@xanpl e. net/orchard’ >
<priority>1</priority>
</ presence>

<presence
frone’ benvol i o@xanpl e. or g/ pda
to="r oneo@xanpl e. net/ orchard
xm : 1 ang="en’ >
<show>dnd</ show>
<status>gal |l i vanti ng</ st at us>
</ presence>

Exanpl e 5: Contacts’ servers deliver user’s initial presence to all
avai |l abl e resources or return error to user:

<presence

fronm= roneo@xanpl e. net/ orchard’
to="juliet@xanpl e.com chanber’ />
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<presence
frone’ roneo@xanpl e. net/ orchard’
to="juliet@xanpl e.com bal cony’ />

<presence
type="error’
from=" nercuti o@xanpl e.org
t o="r oneo@xanpl e. net/orchard’ >
<error type='cancel’ >
<gone xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’ />
</error>
</ presence>

Exanpl e 6: User sends directed presence to another user not in his
roster:

<presence
fronme roneo@xanpl e. net/ orchard’
t o=" nur se@xanpl e. comi
xm :lang="en’ >
<show>dnd</ show>
<status>courting Juliet</status>
<priority>0</priority>
</ presence>

Exanpl e 7: User sends updated avail abl e presence information for
br oadcast i ng:

<presence xm :|ang="en’ >
<show>away</ show>
<status>| shall return!</status>
<priority>l</priority>

</ presence>

Exanpl e 8: User’s server broadcasts updated presence information only
to one contact (not those fromwhoman error was received or to whom
the user sent directed presence):

<pr esence
fronm=’ roneo@xanpl e. net/orchard
to="juliet@xanpl e. coni
xm ;1 ang="en >
<show>away</ show>
<status>| shall return!</status>
<priority>l</priority>
</ presence>
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Exanpl e 9: Contact’'s server delivers updated presence information to
all of the contact’'s avail abl e resources:

[to "bal cony" resource...]
<presence
fronme roneo@xanpl e. net/ orchard’
to="juliet@xanple.coni
xm :lang="en’ >
<show>away</ show>
<status>l shall return!</status>
<priority>l</priority>
</ presence>

[to "chanber" resource...]
<presence
fronm=’ roneo@xanpl e. net/orchard
to="juliet@xanpl e. coni
xm ;1 ang="en >
<show>away</ show>
<status>| shall return!</status>
<priority>l</priority>
</ presence>

Exanpl e 10: One of the contact’s resources broadcasts final presence:
<presence frone' juliet@xanpl e.conif bal cony’ type='unavail able’'/>

Exanpl e 11: Contact’s server sends unavail abl e presence information
to user:

<presence
t ype="unavail abl e’
from="juliet @xanpl e. com bal cony
to="r oneo@xanpl e. net/ orchard’ />

Exanpl e 12: User sends final presence:

<presence fronr roneo@xanpl e. net/orchard
t ype="unavail abl e’
xm : 1 ang="en’ >
<st at us>gone home</ st at us>
</ presence>
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Exanpl e 13: User’'s server broadcasts unavail abl e presence infornation
to contact as well as to the person to whomthe user sent directed
pr esence:

<presence
t ype=" unavail abl e’
frone roneo@xanpl e. net/ orchard’
to="juliet@xanpl e. coni
xm :lang="en’ >
<st at us>gone hone</ st at us>
</ presence>

<presence
fron=’ roneo@xanpl e. net/ orchard’
t o=" nur se@xanpl e. comi
xm 1 ang="en’ >
<st at us>gone home</ st at us>
</ presence>

6. Managi ng Subscriptions

In order to protect the privacy of instant nessagi ng users and any
other entities, presence and availability information is disclosed
only to other entities that the user has approved. Wen a user has
agreed that another entity may viewits presence, the entity is said
to have a subscription to the user’s presence information. A
subscription lasts across sessions; indeed, it lasts until the
subscri ber unsubscri bes or the subscribee cancels the

previ ousl y-granted subscription. Subscriptions are managed wthin
XMPP by sendi ng presence stanzas contai ni ng speci al | y-defi ned
attributes

Note: There are inportant interactions between subscriptions and
rosters; these are defined under Integration of Roster Itenms and
Presence Subscriptions (Section 8), and the reader nust refer to that
section for a conpl ete understandi ng of presence subscriptions.

6.1. Requesting a Subscription

A request to subscribe to another entity’'s presence is nade by
sendi ng a presence stanza of type "subscribe"

Exanpl e: Sending a subscription request:

<presence to="juliet@xanple.com type= subscribe />
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For client and server responsibilities regarding presence
subscription requests, refer to Presence Subscriptions (Section
5.1.6).

6.2. Handling a Subscription Request
When a client receives a subscription request fromanother entity, it
MUST either approve the request by sending a presence stanza of type
"subscri bed" or refuse the request by sending a presence stanza of
type "unsubscri bed".
Exanpl e: Approving a subscription request:
<presence to="ronmeo@xanpl e.net’ type='subscribed />
Exanpl e: Refusing a presence subscription request:
<presence to='roneo@xanpl e. net’ type= unsubscribed’ />

6.3. Cancelling a Subscription from Another Entity

If a user would like to cancel a previously-granted subscription
request, it sends a presence stanza of type "unsubscribed"

Exanpl e: Cancelling a previously granted subscription request:
<presence to="ronmeo@xanpl e. net’ type="unsubscribed />
6.4. Unsubscribing from Another Entity’ s Presence

If a user would Iike to unsubscribe fromthe presence of another
entity, it sends a presence stanza of type "unsubscribe"

Exanpl e: Unsubscribing froman entity’'s presence:
<presence to="juliet@xanple.con type= unsubscribe’/>

7. Roster Managenent
In XMPP, one’s contact list is called a roster, which consists of any
nunber of specific roster itenms, each roster itembeing identified by
a unique JID (usually of the form <contact @omain>). A user’'s roster

is stored by the user’s server on the user’s behalf so that the user
may access roster information fromany resource.
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Note: There are inportant interactions between rosters and
subscriptions; these are defined under Integration of Roster Itens
and Presence Subscriptions (Section 8), and the reader nust refer to
that section for a conplete understandi ng of roster managenent.

7.1. Syntax and Semantics

Rosters are managed using | Q stanzas, specifically by nmeans of a
<query/> child element qualified by the ’jabber:iq:roster’ nanespace.
The <query/> el enent MAY contain one or nore <iteml > children, each
describing a unique roster itemor "contact"”.

The "key" or unique identifier for each roster itemis a JID
encapsulated in the 'jid attribute of the <item> elenent (which is
REQUI RED). The value of the 'jid attribute SHOULD be of the form
<user @ormain> if the itemis associated with another (hunman) instant
messagi ng user.

The state of the presence subscription in relation to a roster item
is captured in the 'subscription attribute of the <itenf> el enent.
Al'l owabl e values for this attribute are:

0 "none" -- the user does not have a subscription to the contact’s
presence information, and the contact does not have a subscription
to the user’s presence information

0 "to" -- the user has a subscription to the contact’s presence
i nformati on, but the contact does not have a subscription to the
user’s presence information

o "fron -- the contact has a subscription to the user’s presence
i nformati on, but the user does not have a subscription to the
contact’s presence information

0 "both" -- both the user and the contact have subscriptions to each
other’s presence infornation

Each <itenl> el enent MAY contain a 'name’ attribute, which sets the
"ni cknane" to be associated with the JID, as determined by the user
(not the contact). The value of the 'nane’ attribute is opaque.

Each <itenf > el enent MAY contain one or nore <group/> child el enents,

for use in collecting roster itens into various categories. The XM
character data of the <group/> elenent is opaque.
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7.2. Business Rul es

A server MJST ignore any 'to’ address on a roster "set", and MJST
treat any roster "set" as applying to the sender. For added safety,
a client SHOULD check the "froni address of a "roster push" (incom ng
| Q of type "set" containing a roster iten) to ensure that it is from
a trusted source; specifically, the stanza MJUST either have no ’'fromn
attribute (i.e., inplicitly fromthe server) or have a ’'fromn
attribute whose val ue nmatches the user’s bare JID (of the form

<user @orai n>) or full JID (of the form <user @onai n/ resource>);
otherwi se, the client SHOULD ignore the "roster push".

7.3. Retrieving One's Roster on Login

Upon connecting to the server and beconing an active resource, a
client SHOULD request the roster before sending initial presence
(however, because receiving the roster may not be desirable for al
resources, e.g., a connection with linted bandwidth, the client’s
request for the roster is OPTIONAL). |If an avail able resource does
not request the roster during a session, the server MJUST NOT send it
presence subscriptions and associ ated roster updates.

Exanpl e: Cient requests current roster from server

<iqg from="juliet@xanpl e.combal cony’ type="get’ id="roster_1'>
<query xm ns='jabber:iq:roster’/>
</iqg>

Exanpl e: Cient receives roster from server

<iqg to="juliet@xanple.conlbal cony’ type="result’ id="roster_1' >
<query xm ns='jabber:iq:roster’>
<itemjid="romeo@xanpl e. net
name=" Ronmeo’
subscri pti on="both’ >
<gr oup>Fri ends</ gr oup>
<litenp
<itemjid=" nmercutio@xanple.org
name=" Mercuti o’
subscription="froni >
<gr oup>Fri ends</ gr oup>
</itenp
<itemjid=" benvolio@xanpl e.org
nane=' Benvol i o’
subscri pti on="both’ >
<gr oup>Fri ends</ gr oup>
<litenp
</ query>
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</iqg>

.4. Adding a Roster Item

At any time, a user MAY add an itemto his or her roster
Exanple: dient adds a new item

<iq from=" juliet@xanpl e.com bal cony’ type="set’ id="roster_2'>
<query xml ns='jabber:iq:roster’>
<itemjid=" nurse@xanpl e. coni
name=" Nur se’ >
<gr oup>Ser vant s</ gr oup>
<litenp
</ query>
</iqg>

The server MJUST update the roster information in persistent storage,
and al so push the change out to all of the user’s avail abl e resources
that have requested the roster. This "roster push" consists of an I Q
stanza of type "set" fromthe server to the client and enabl es al
avail abl e resources to remain in sync with the server-based roster

i nformati on.

Exanpl e: Server (1) pushes the updated roster information to al
avai |l abl e resources that have requested the roster and (2) replies
with an 1Qresult to the sending resource:

<iqg to="juliet@xanple.conl bal cony
type='set
i d=" a78b4q6ha463’ >
<query xm ns='jabber:iq:roster’>
<itemjid="nurse@xanpl e. com
name=" Nur se’
subscri pti on=" none’ >
<gr oup>Ser vant s</ gr oup>
<litenpr
</ query>
</iqg>

<iqg to="juliet@xanple.conl chanber’
type='set
i d=" a78b4g6ha464’ >
<query xm ns='jabber:iq:roster’>
<itemjid="nurse@xanpl e. com
name=" Nur se’
subscri pti on=" none’ >
<gr oup>Ser vant s</ gr oup>
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<litenpr
</ query>
</iqg>

<iq to="juliet@xanple.conlbalcony’ type="result’ id="roster_2'/>

As required by the semantics of the 1 Q stanza kind as defined in
[ XMPP- CORE], each resource that received the roster push MIST reply
with an 1 Q stanza of type "result" (or "error").

Exanpl e: Resources reply with an 1Qresult to the server

<iq from="juliet@xanpl e.conm bal cony
t o=" exanpl e. com
type='result’
i d=" a78b4q6ha463’' / >

<iq from= juliet@xanpl e. com chanber’
t o=" exanpl e. con
type='result’
i d=" a78b4g6ha464’ / >

7.5. Updating a Roster Item

Updating an existing roster item(e.g., changing the group) is done
in the same way as adding a new roster item i.e., by sending the
roster itemin an | Q set to the server

Exanpl e: User updates roster item (added group):

<ig from="juliet@xanpl e.com chanber’ type='set’ id="roster_3' >
<query xm ns='jabber:iq:roster’>
<itemjid="romeo@xanpl e. net
nanme=" Roneo’
subscri pti on="both’ >
<group>Fri ends</ group>
<gr oup>Lover s</ group>
<litenp
</ query>
</iqg>

As with adding a roster item when updating a roster itemthe server
MUST update the roster information in persistent storage, and al so
initiate a roster push to all of the user’s avail able resources that
have requested the roster.
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7.6. Deleting a Roster Item

At any tine, a user MAY delete an itemfromhis or her roster by
sending an | Q set to the server and meking sure that the value of the
"subscription’ attribute is "renove" (a conpliant server MJST ignore
any other values of the 'subscription attribute when received froma
client).

Exanple: Cdient renpves an item

<iq from= juliet@xanpl e.com bal cony’ type="set’ id="roster_4'>
<query xml ns='jabber:iq:roster’>
<itemjid=" nurse@xanpl e.com subscription='renove' />
</ query>
</iqg>

As with adding a roster item when deleting a roster itemthe server
MUST update the roster information in persistent storage, initiate a
roster push to all of the user’s available resources that have
requested the roster (with the 'subscription’ attribute set to a

val ue of "renove"), and send an IQresult to the initiating resource.

For further information about the inplications of this command, see
Renoving a Roster Itemand Cancelling Al Subscriptions (Section
8.6).

8. Integration of Roster Itens and Presence Subscriptions
8.1. Overview

Sonme | evel of integration between roster itens and presence
subscriptions is normally expected by an instant nessagi ng user
regarding the user’s subscriptions to and fromother contacts. This
section describes the |l evel of integration that MJST be supported

wi thin XMPP instant nmessaging applications.

There are four primary subscription states:
0 None -- the user does not have a subscription to the contact’s

presence information, and the contact does not have a subscription
to the user’s presence information
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0 To -- the user has a subscription to the contact’s presence
i nformati on, but the contact does not have a subscription to the
user’s presence information

o From-- the contact has a subscription to the user’s presence
i nformati on, but the user does not have a subscription to the
contact’s presence information

0 Both -- both the user and the contact have subscriptions to each
other’s presence information (i.e., the union of 'from and 'to’)

Each of these states is reflected in the roster of both the user and
the contact, thus resulting in durable subscription states.

Narrative explanations of how these subscription states interact with
roster itens in order to conplete certain defined use cases are
provided in the follow ng sub-sections. Full details regarding
server and client handling of all subscription states (including
pendi ng states between the primary states |listed above) is provided
in Subscription States (Section 9).

The server MUST NOT send presence subscription requests or roster
pushes to unavail abl e resources, nor to available resources that have
not requested the roster

The 'fromi and 'to’ addresses are OPTIONAL in roster pushes; if

i ncl uded, their values SHOULD be the full JID of the resource for
that session. A client MJUST acknow edge each roster push with an 1Q
stanza of type "result” (for the sake of brevity, these stanzas are
not shown in the follow ng exanples but are required by the 1Q
semantics defined in [ XMPP-CORE]).

8.2. User Subscribes to Contact

The process by which a user subscribes to a contact, including the
i nteraction between roster itens and subscription states, is
descri bed bel ow

1. In preparation for being able to render the contact in the user’'s
client interface and for the server to keep track of the
subscription, the user’s client SHOULD performa "roster set" for
the new roster item This request consists of sending an |1 Q
stanza of type='set’ containing a <query/> elenent qualified by
the 'jabber:iqg:roster’ namespace, which in turn contains an
<item > el enment that defines the new roster item the <item >
el ement MUST possess a 'jid attribute, MAY possess a ’'nane’
attribute, MJST NOT possess a 'subscription’ attribute, and MAY
contain one or nore <group/> child el enents:
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<iq type="set’ id="setl >
<query xm ns='jabber:iq:roster’>
<item
ji1d="contact @xanpl e. org
name=" MyCont act’ >
<gr oup>MyBuddi es</ gr oup>
<litenp
</ query>
</iqg>

2. As aresult, the user’s server (1) MIST initiate a roster push
for the newroster itemto all available resources associ ated
with this user that have requested the roster, setting the
"subscription’ attribute to a value of "none"; and (2) MJST reply
to the sending resource with an IQresult indicating the success
of the roster set:

<ig type='set’ >
<query xm ns='jabber:iq:roster’>
<item
jid="contact @xanpl e.org
subscri pti on=" none
name=" MyCont act’ >
<gr oup>MyBuddi es</ gr oup>
<litenp
</ query>
</iqg>

<iqg type="result’ id="setl />

3. If the user wants to request a subscription to the contact’s
presence information, the user’s client MUST send a presence
stanza of type='subscribe’ to the contact:

<presence to='contact @xanpl e.org’ type= subscribe’ />

4, As aresult, the user’'s server MIST initiate a second roster push
to all of the user’s available resources that have requested the
roster, setting the contact to the pending sub-state of the
"none’ subscription state; this pending sub-state is denoted by
the inclusion of the ask="subscribe’ attribute in the roster
item
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<iq type='set’'>
<query xm ns='jabber:iq:roster’>
<item
ji1d="contact @xanpl e. org
subscri pti on=" none
ask='"subscri be’
name=" MyCont act’ >
<gr oup>MyBuddi es</ gr oup>
<litenp
</ query>
</ig>

Note: If the user did not create a roster item before sending the
subscription request, the server MJST now create one on behal f of the
user, then send a roster push to all of the user’s available
resources that have requested the roster, absent the 'nanme’ attribute
and the <group/> child shown above.

5. The user’'s server MJST al so stanp the presence stanza of type
"subscribe" with the user’s bare JID (i.e., <user@xanple.conp)
as the 'from address (if the user provided a 'from address set
to the user’s full JID, the server SHOULD renove the resource
identifier). |If the contact is served by a different host than
the user, the user’s server MJST route the presence stanza to the
contact’'s server for delivery to the contact (this case is
assuned t hroughout; however, if the contact is served by the sane
host, then the server can sinply deliver the presence stanza
directly):

<presence
from=" user @xanpl e. coni
t o=’ cont act @xanpl e. org
type='subscribe’ />

Note: If the user’s server receives a presence stanza of type "error”
fromthe contact’s server, it MJST deliver the error stanza to the
user, whose client MAY determine that the error is in response to the
out goi ng presence stanza of type "subscribe" it sent previously
(e.g., by tracking an 'id attribute) and then choose to resend the
"subscribe" request or revert the roster to its previous state by
sendi ng a presence stanza of type "unsubscribe" to the contact.

6. Upon receiving the presence stanza of type "subscribe" addressed
to the contact, the contact’s server MJST deternine if there is
at |l east one avail abl e resource fromwhich the contact has
requested the roster. |If so, it MJST deliver the subscription
request to the contact (if not, the contact’s server MJST store
the subscription request offline for delivery when this condition
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is next met; nornmally this is done by adding a roster itemfor
the contact to the user’s roster, with a state of "None + Pending
In" as defined under Subscription States (Section 9), however a
server SHOULD NOT push or deliver roster itenms in that state to
the contact). No matter when the subscription request is
delivered, the contact nust deci de whether or not to approve it
(subject to the contact’s configured preferences, the contact’'s
client MAY approve or refuse the subscription request w thout
presenting it to the contact). Here we assune the "happy path"
that the contact approves the subscription request (the alternate
flow of declining the subscription request is defined in Section
8.2.1). In this case, the contact’'s client (1) SHOULD performa
roster set specifying the desired nicknane and group for the user
(if any); and (2) MJST send a presence stanza of type
"subscribed" to the user in order to approve the subscription
request.

<ig type='set’ id="set2 >
<query xm ns='jabber:iq:roster’>
<item
j i d="user @xanpl e. coni
name=" SoneUser’ >
<gr oup>Some& oup</ gr oup>
</itenp
</ query>
<liqg>

<presence to="user @xanpl e. com type='subscribed />

7. As aresult, the contact’s server (1) MJIST initiate a roster push
to all available resources associated with the contact that have
requested the roster, containing a roster itemfor the user with
the subscription state set to 'from (the server MJST send this
even if the contact did not performa roster set); (2) MJST
return an 1Qresult to the sending resource indicating the
success of the roster set; (3) MJST route the presence stanza of
type "subscribed" to the user, first stanping the 'froni address
as the bare JID (<contact @xanple.org>) of the contact; and (4)
MUST send avail able presence fromall of the contact’s avail able
resources to the user
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<ig type='set’ to='contact @xanple.org/resource’ >
<query xm ns='jabber:iq:roster’>
<item
j 1 d=" user @xanpl e. coni
subscri pti on="froni
name=" SoneUser’ >
<gr oup>SoneG oup</ gr oup>
<litenp
</ query>
</iqg>

<ig type="result’ to= contact @xanple.org/resource’ id="set2' />

<presence
fronm=’ cont act @xanpl e. org’
t o=" user @xanpl e. coni
type=' subscri bed’ />

<presence
fronm=’ cont act @xanpl e. org/ resource’
t o=" user @xanpl e. conmi / >

Note: If the contact’s server receives a presence stanza of type
"error" fromthe user’s server, it MJST deliver the error stanza to
the contact, whose client MAY deternine that the error is in response
to the outgoing presence stanza of type "subscribed" it sent
previously (e.g., by tracking an 'id attribute) and then choose to
resend the "subscribed" notification or revert the roster to its
previ ous state by sending a presence stanza of type "unsubscribed" to
t he user.

8. Upon receiving the presence stanza of type "subscribed" addressed
to the user, the user’s server MJST first verify that the contact
isinthe user’s roster with either of the follow ng states: (a)
subscri pti on="none’ and ask='subscribe’ or (b)
subscription="froni and ask="subscribe’. |f the contact is not
in the user’s roster with either of those states, the user’s
server MJUST silently ignore the presence stanza of type
"subscribed" (i.e., it MJUST NOT route it to the user, nodify the
user’s roster, or generate a roster push to the user’s avail able
resources). |If the contact is in the user’s roster with either
of those states, the user’s server (1) MJST deliver the presence
stanza of type "subscribed" fromthe contact to the user; (2)
MUST initiate a roster push to all of the user’s available
resources that have requested the roster, containing an updated
roster itemfor the contact with the 'subscription attribute set
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to a value of "to"; and (3) MJST deliver the avail able presence
stanza received fromeach of the contact’'s avail able resources to
each of the user’s avail abl e resources:

<presence
t o=" user @xanpl e. coni
frone’ cont act @xanpl e. org
type='subscri bed’ />

<iq type='set’>
<query xm ns='jabber:iq:roster’>
<item
jid="contact @xanpl e.org
subscription="to
name=" MyCont act’ >
<gr oup>MyBuddi es</ gr oup>
<litenp
</ query>
</iqg>

<presence
from=" cont act @xanpl e. org/ resource
t o=" user @xanpl e. conf resource’ />

9. Upon receiving the presence stanza of type "subscribed", the user
SHOULD acknow edge recei pt of that subscription state
notification through either "affirmng" it by sending a presence
stanza of type "subscribe" to the contact or "denying" it by
sendi ng a presence stanza of type "unsubscribe" to the contact;
this step does not necessarily affect the subscription state (see
Subscription States (Section 9) for details), but instead lets
the user’s server know that it MJST no | onger send notification
of the subscription state change to the user (see Section 9.4).

From the perspective of the user, there now exists a subscription to
the contact’s presence information; fromthe perspective of the
contact, there now exists a subscription fromthe user

8.2.1. Aternate Flow Contact Declines Subscription Request
The above activity flow represents the "happy path" regarding the
user’s subscription request to the contact. The main alternate fl ow

occurs if the contact refuses the user’s subscription request, as
descri bed bel ow.
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1. If the contact wants to refuse the request, the contact’s client
MUST send a presence stanza of type "unsubscribed" to the user
(instead of the presence stanza of type "subscribed" sent in Step
6 of Section 8.2):

<presence to="user @xanpl e. com type= unsubscribed />

2. As aresult, the contact’s server MJST route the presence stanza
of type "unsubscribed" to the user, first stanping the 'from
address as the bare JID (<contact @xanple.org>) of the contact:

<presence
frone’ cont act @xanpl e. org
t o=" user @xanpl e. coni
type=" unsubscri bed’ / >

Note: If the contact’s server previously added the user to the
contact’s roster for tracking purposes, it MJST renove the rel evant
itemat this tine.

3. Upon receiving the presence stanza of type "unsubscri bed"
addressed to the user, the user’s server (1) MJIST deliver that
presence stanza to the user and (2) MJST initiate a roster push
to all of the user’s avail able resources that have requested the
roster, containing an updated roster itemfor the contact with
the ’'subscription’ attribute set to a value of "none" and with no
"ask’ attribute:

<presence
fronme’ cont act @xanpl e. org’
t o=" user @xanpl e. coni
t ype=" unsubscri bed’' / >

<iq type='set’>
<query xm ns='j abber:iq:roster’>
<item
jid="contact @xanpl e.org
subscri pti on=" none
name=" MyCont act’ >
<gr oup>MyBuddi es</ gr oup>
<litenp
</ query>
</iqg>

4. Upon receiving the presence stanza of type "unsubscribed", the
user SHOULD acknow edge receipt of that subscription state
notification through either "affirmng" it by sending a presence
stanza of type "unsubscribe" to the contact or "denying" it by
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sendi ng a presence stanza of type "subscribe" to the contact;
this step does not necessarily affect the subscription state (see
Subscription States (Section 9) for details), but instead lets
the user’s server know that it MJST no | onger send notification
of the subscription state change to the user (see Section 9.4).

As a result of this activity, the contact is nowin the user’s roster
with a subscription state of "none", whereas the user is not in the
contact’s roster at all.

8.3. Creating a Mutual Subscription

The user and contact can build on the "happy path" described above to
create a mutual subscription (i.e., a subscription of type "both").
The process is described bel ow

1. If the contact wants to create a nmutual subscription, the contact
MUST send a subscription request to the user (subject to the
contact’s configured preferences, the contact’s client MAY send
this automatically):

<presence to="user @xanpl e.com type='subscribe’ />

2. As aresult, the contact’s server (1) MJIST initiate a roster push
to all available resources associated with the contact that have
requested the roster, with the user still in the ’'from
subscription state but with a pending 'to’ subscription denoted
by the inclusion of the ask="subscribe’ attribute in the roster
item and (2) MJIST route the presence stanza of type "subscribe"
to the user, first stanping the 'froni address as the bare JID
(<cont act @xanpl e. org>) of the contact:

<iq type='set’>
<query xml ns='jabber:iq:roster’>
<item
j1d="user @xanpl e. com
subscri ption="froni
ask='"subscri be’
nanme=' SoneUser’ >
<gr oup>SoneG oup</ gr oup>
<litenp
</ query>
</iqg>
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<presence
frone’ cont act @xanpl e. org
t o=" user @xanpl e. coni
type='subscribe’ />

Note: If the contact’s server receives a presence stanza of type
"error" fromthe user’s server, it MJST deliver the error stanza to
the contact, whose client MAY deternine that the error is in response
to the outgoing presence stanza of type "subscribe" it sent
previously (e.g., by tracking an "id attribute) and then choose to
resend the "subscribe" request or revert the roster to its previous
state by sending a presence stanza of type "unsubscribe" to the user

3. Upon receiving the presence stanza of type "subscribe" addressed
to the user, the user’'s server nust determine if there is at
| east one avail able resource for which the user has requested the
roster. |If so, the user’s server MJST deliver the subscription
request to the user (if not, it MJST store the subscription
request offline for delivery when this condition is next net). No
matter when the subscription request is delivered, the user nust
t hen deci de whether or not to approve it (subject to the user’s
configured preferences, the user’s client MAY approve or refuse
the subscription request without presenting it to the user).
Here we assune the "happy path" that the user approves the
subscription request (the alternate flow of declining the
subscription request is defined in Section 8.3.1). In this case,
the user’s client MJST send a presence stanza of type
"subscribed" to the contact in order to approve the subscription
request.

<presence to='contact @xanpl e.org’ type= subscribed />

4. As aresult, the user’s server (1) MIST initiate a roster push to
all of the user’s avail able resources that have requested the
roster, containing a roster itemfor the contact with the
"subscription’ attribute set to a value of "both"; (2) MJST route
the presence stanza of type "subscribed" to the contact, first
stanping the 'from address as the bare JID (<user @xanpl e. conp)
of the user; and (3) MJST send to the contact the full XM of the
| ast presence stanza with no 'to’ attribute received by the
server from each of the user’s avail able resources (subject to
privacy lists in force for each session):
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<iq type='set’'>
<query xm ns='jabber:iq:roster’>
<item
ji1d="contact @xanpl e. org
subscri pti on="both
name=" MyCont act’ >
<gr oup>MyBuddi es</ gr oup>
<litenp
</ query>
</iqg>

<presence
from=" user @xanpl e. coni
t o=" cont act @xanpl e. org
type='subscri bed’ />

<presence
from=" user @xanpl e. com resource
t o=" cont act @xanpl e.org’ />

Note: If the user’s server receives a presence stanza of type "error"
fromthe contact’s server, it MJST deliver the error stanza to the
user, whose client MAY determine that the error is in response to the
out goi ng presence stanza of type "subscribed" it sent previously
(e.g., by tracking an 'id" attribute) and then choose to resend the
subscription request or revert the roster to its previous state by
sendi ng a presence stanza of type "unsubscribed" to the contact.

5. Upon receiving the presence stanza of type "subscribed" addressed
to the contact, the contact’s server MJST first verify that the
user is in the contact’s roster with either of the follow ng
states: (a) subscription="none’ and ask='subscribe’ or (b)
subscription="fronm and ask="subscribe’. |f the user is not in
the contact’s roster with either of those states, the contact’s
server MJST silently ignore the presence stanza of type
"subscribed" (i.e., it MJST NOT route it to the contact, nodify
the contact’s roster, or generate a roster push to the contact’s
avail abl e resources). If the user is in the contact’s roster
with either of those states, the contact’'s server (1) MJST
deliver the presence stanza of type "subscribed" fromthe user to
the contact; (2) MJIST initiate a roster push to all available
resources associated with the contact that have requested the
roster, containing an updated roster itemfor the user with the
"subscription’ attribute set to a value of "both"; and (3) MJST
deliver the avail abl e presence stanza received fromeach of the
user’s avail able resources to each of the contact’s avail able
resources
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<presence
from=" user @xanpl e. coni
t o=" cont act @xanpl e. org
type=' subscri bed’ />

<ig type='set’ >
<query xm ns='jabber:iq:roster’>
<item
j i d="user @xanpl e. coni
subscri pti on="both
name=" SoneUser’ >
<gr oup>SoneG oup</ gr oup>
<litenp
</ query>
</iqg>

<presence
from=" user @xanpl e. com resource
t o=" cont act @xanpl e. org/ resource’/ >

6. Upon receiving the presence stanza of type "subscribed", the
contact SHOULD acknow edge recei pt of that subscription state
notification through either "affirmng" it by sending a presence
stanza of type "subscribe" to the user or "denying" it by sending
a presence stanza of type "unsubscribe" to the user; this step
does not necessarily affect the subscription state (see
Subscription States (Section 9) for details), but instead lets
the contact’s server know that it MJST no | onger send
notification of the subscription state change to the contact (see
Section 9.4).

The user and the contact now have a mutual subscription to each
other’s presence -- i.e., the subscription is of type "both"

8.3.1. Aternate Flow User Declines Subscription Request

The above activity flow represents the "happy path" regarding the
contact’'s subscription request to the user. The nmain alternate fl ow
occurs if the user refuses the contact’s subscription request, as
descri bed bel ow.

1. If the user wants to refuse the request, the user’s client MJST
send a presence stanza of type "unsubscribed" to the contact
(instead of the presence stanza of type "subscribed" sent in Step
3 of Section 8.3):

<presence to='contact @xanpl e.org’ type= unsubscribed />
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2. As aresult, the user’'s server MJIST route the presence stanza of
type "unsubscribed" to the contact, first stanping the ’'from
address as the bare JI D (<user @xanpl e.con) of the user

<presence
frome=" user @xanpl e. com
t o=" cont act @xanpl e. org
t ype=" unsubscri bed’' / >

3. Upon receiving the p